Sending an Encrypted E-mail

To send an encrypted e-mail outside SCDC, type [Encrypt] (with the brackets) in the subject line of your
e-mail. Sensitive information is only secure if [Encrypt] is used in the subject line of the e-mail. You do not
need to use [Encrypt] when sending an e-mail to other SCDC e-mail addresses.
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Viewing Encrypted E-mails on a Desktop Browser

(In this example, the user has received an encrypted e-mail in their G-mail account, sent from an
employee of SCDC)

1. Select the e-mail and the image "
to the right will be displayed.
Select “Read the message.”
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2. Asecond tab will be created, at the top of the browser, that reads “Encrypted Message.” It will
provide two options to view the message; 1) sign into your G-mail or 2) use a one-time
passcode. Select “Sign in with Google.”
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Henderson.Sarah@doc.sc.gov has sent you a protected message

Sign in to view the message

Sign in with Google

Or, sign in with a one-time passcode




3. The encrypted e-mail will appear.
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Sarah Henderson <Henderson.Sarah@doc.sc.gov>

Sara Henderson <sarafrances38579@gmail.com> ¥

Encrypt: This message is encrypted. Recipients can't remove encryption.

Sarah Henderson

Trainer for Resource and Information Management
South Carolina Department of Corrections

4444 Broad River Road

Columbia, SC 29210

Office: 203-896-1495

Henderson.Sarah@doc.sc.gov
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4. To use the second option (receiving a passcode
to open the e-mail) then select “Or, sign in with
a one-time passcode.”
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Henderson.Sarah@doc.sc.gov has sent you a protected message

Sign in to view the message

Sign in with Google
Or, sign in with a one-time passcode

5. Ascreen will ask you for the one-time
passcode. Note: You will need to open
this e-mail in your Gmail account.
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Please check your email. enter the one-time passcode and click continue.
The one-time passcode will expire in 15 minutes,

Didrt recerve the one-time passcode? Check your spam foider o




6. Open the e-mail from Microsoft
Office, in your G-mail account, that
contains the passcode. Note: the pass
code will expire after 15 minutes. If it
expires, you will need to complete
these steps a second time.

7. Select the “Encrypted Message” tab, type in the
passcode, and select “Continue.” The contents of the

encrypted e-mail will be displayed.
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Your one-time passcode to view the message o x

Microsoft Office 385 Message Encryplion MicrosaftOficeJ85Emestaging microsaft com

Here is your one-time passcode
70870560

To view your message, enter the code in the web page whers)
i}

NOTE: This one-time passoode expires 15 minutes after it wal
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Encrypt: This message is encrypted. Recipients can't remove encryption.
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Sarah Henderson

Trainer for Resource and Information Management
South Carolina Department of Corrections

4444 Broad River Road

Columbia, SC 28210

Office: 803-896-1495

Henderson.Sarah@doe.se.gov




Viewing an Encrypted E-mail on a Cell Phone
(an iPhone will be used in this example)

1. Log-in to your G-mail account in your browser, i.e. Safari
for iPhones or with the Gmail app. Open the encrypted
email and select “Read the message.” (A second tab will Hmerm'Samh@docﬁféf;vgzas B
be created for the encrypted message) Then, a screen like
the one to the right will be displayed on the second tab.

Sign in to view the message

LCll Sign in with Google

Or, sign in with a one-time passcode

Need Help?

Terms of Use Privacy & Cookies

2. To sign-in with Google, select this option, and the e-mail

[encrypt]

will appear.
@ S

Sarah Henderson <Henderson.Sarah@doc.
Thu 8/22/2019 12:30 PM

To: Sara Henderson <sarafrances...

Encrypt: This message is encrypted. Recipients ¢ ¥

testing

Sarah Henderson

Trainer for Resource and Information Management
South Carolina Department of Corrections

4444 Broad River Road

Columbia, SC 29210

Office: 803-896-1495
Henderson.Sarah@doc.sc.gov

3. The second option to open the encrypted e-mail is to use a passcode. Select “Or, sign in
with a one-time passcode” and the request to enter the passcode will be displayed
(image on the right).

Henderson.Sarah@doc.sc.gov has sent you a protected
message

We sent a one-time passcode to
sarafrances58579@gmail.com.
Sign in to view the message
Please check your email, enter the one-time passcode a
click continue. The one-time passcode will expire in 15

o~ minutes.

CH Sign in with Google "

One-time passcode ()
This is a private computer. Keep me signed in for 12 hours

Or, sign in with a one-time passcode

%) Continue
Need Help?
Didn't receive the one-time passcode? Check your spar] 5
folder or get another one-time passcode.

Terms of Use  Privacy & Caokies




4. Return to your Gmail tab or app to view the e-mail with the passcode. For iPhones,

selecting this icon [j] at the bottom right, will allow you to see and move to a
different tab, just like on a desktop browser. The image below shows what it looks like,

on an iPhone screen, to view multiple tabs at once. The top tab is the G-mail account
and the second is the Encrypted Message tab requesting the passcode.
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5. Once you’re in your G-mail account, open the email and retrieve the passcode. Move

back to the Encrypted Message tab, enter the pass code, and then select “Continue.”
The encrypted email will be displayed.



Viewing an Attachment from an Encrypted E-mail

Regardless if you're on a desktop or cell phone, opening an attachment on an encrypted e-mail

is much easier and simpler if you sign-in to your Google account or use the one-time passcode
(as described above) and then open the attachment.

1. Desktop- If you attempt to open the attachment without signing into G-mail or having
the passcode, a message will appear stating “No Preview Available.
a. If you attempt to download the attachment without signing into G-mail or

having the passcode, a View and track your downloads dialogue box will appear
asking if you would like to open or save the file.
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b. Selecting Open will lead to a second dialogue box asking if you trust the source

and allow for it to be opened. If you trust the information provided, select Allow.
If not, select Don’t Allow.

Internet Explorer Security X

I\lj A website wants to open web content using this
program on your computer

This program will open outside of Protected mode. Internet Explorer's

Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

Mame: IE ActiveX Interface Marshaling Library
Publisher:  Microsoft Windows

[[] Do not show me the warning for this program again

Allow Don't allow




